
CYBER 
HEROES

2.0

1ST STAGE: Czech Republic

2ND STAGE: Azerbaijan
(September 10-18, 2025)

(November 22- 30, 2025)



In today’s digital age, cybersecurity is more important than
ever, as our daily lives are increasingly connected to the
internet through phones, computers, and social media.
Young people, who spend much of their time online, are
particularly vulnerable to risks like scams and other cyber
threats. While technology evolves quickly, the basic
principles of staying safe online remain constant, making
it essential to teach these skills early on.

ABOUT
THE PROJECT

This Training Course focuses on equipping youth workers
with valuable knowledge about cybersecurity and
advancing their digital skills. Using non-formal education
methods and gamification, it also supports their lifelong
learning journey and empowers them to share these skills
with their communities.



Czech Republic Fakescape, Genesis 5

Turkey Pangea 5

Italy Coconut Italia 5

France En Root 5

Azerbaijan
Modern Youth

Public Union
5

We are looking forward to participants who:

Are active youth workers or planning to work with youth.
Committed to attend both stages, participate actively during the
whole duration of the project
Have experience with student projects, voluntary organizations, or
working with computers and technologies
Are interested in topics like cybersecurity, social engineering, or IT
Have a communicative level of English
Are motivated to promote cybersecurity in their communities
Aged 18–35

PROFILE OF
PARTICIPANTS



Educate participants on digital and cyber security,
social engineering, and manipulation techniques.
Enhance knowledge of cybersecurity in Europe.
Provide tools to apply gamification in non-formal
education.
Empower participants to share knowledge and skills
in their communities.
Foster intercultural experiences and build strong
international relationships.
Encourage self-development and creative thinking.
Boost employability, personal skills, and effectiveness
of youth workers.
Build partnerships for future Erasmus+ projects and
improve youth work quality locally and internationally.

OBJECTIVES



ACCOMMODATION

1ST STAGE
The 1st stage of the project will
take place in the Czech Republic in
Kubasův mlýn, located in a small
village in the foothills of the Orlické
Mountains.

2ND STAGE
The 2nd stage of the project will
take place in Baku, Azerbaijan in
Royal Hotel. We will share more
information after the 1st stage.

There will be one intercultural evening during the project where each national group
will have the opportunity to present their country. You can share your typical food,
snacks, and drinks with others and showcase your culture through songs, traditional
dances, or by explaining your customs and traditions. This will be a great chance to
connect with everyone and experience a variety of cultures in one evening!

INTERCULTURAL 
EVENING

https://www.kubasuvmlyn.cz/
https://www.royalhotel.az/en


TRAVEL
INFORMATION

COUNTRY TRAVEL BUDGET GREEN TRAVEL

Czechia 30 EUR 30 EUR

Turkey 245 EUR 290 EUR

Italy 245 EUR 290 EUR

France 245 EUR 290 EUR

Azerbaijan 330 EUR 380 EUR

30 EUR will be used for the local transportation in the Czech Republic - these are
already deducted from the travel budget.

Accommodation, transport, and meals are fully covered by Erasmus+. 
You may take up to 2 extra days before/after the project, but all costs during those days

are at your own expense.

Send us a proposal of your tickets before buying them. It is
necessary that we will APPROVE them first!
Keep invoices of the purchases and boarding passes and tickets so
we can reimburse them for you.
Only the cheapest and most direct way of transport will be
reimbursed and only under the condition that the participant will
take part in the whole project.
It is necessary for the participants to have travel health insurance
(this is not covered by the project).

REMEMBER!



ARRIVAL TO
ACCOMODATION

The meeting point will be in front of the main train station
in Ústí nad Orlicí by the green glass entrance into the
building on September 10, 2025 between 4 and 6 pm.

We would like to ask you to look for flights that will be
arriving to Prague NO later than 1:30pm on
September 10, 2025, so you have enough time to reach
the meeting point. Returning flights should NOT
depart before 2pm September 18, 2025.



REIMBURSEMENT

PLEASE, KEEP ALL THE INOVOICES, BOARDING PASSES, TICKETS, ETC. IN
ORIGINAL FORM IN ORDER TO BE ELIGIBLE FOR THE REIMBURSEMENT OF YOUR

TRAVEL EXPENSES.

We will reimburse your costs via bank transfer.

Keep your travel documents in e-version if possible that can be easily sent by email, please. 

01 0302

Don't buy anything without
Fakescape approval, only
the most economical and

direct way of travel will be
reimbursed.

Presence during
whole project is
obligatory for

reimbursement.

Collect and keep all invoices,
tickets, boarding passes to be
eligable for reimbursement.  

The participation fee is 50 EUR / 1 250 CZK. 
The fee will be paid on each stage in cash. 



WEATHER AND
WHAT TO BRING

September in the Czech Republic is a month with
mild and pleasant early autumn weather. The
highest daytime temperatures in September
average around 18 to 22 °C, with nighttime
temperatures ranging from 8 to 12 °C, so be sure
to pack layers to stay comfortable, especially for
outdoor activities.

DON’T FORGET TO PACK:
Passport/ID card
Original boarding passes/tickets
Travel and health insurance
Watter bottle
Indoor shoes
Raincoat
Towels, hygiene care
Medicine that you use or might need
Food, drinks, flags, everything for your
international coffee breaks
At least one tablet/notebook per international
group



HOW TO APPLY
Each sending organization will nominate participants for
the selection process. The final number of the selected
participants per country will be confirmed by the
applicant organization Fakescape and Genesis.

In order to apply, we ask you to send us a short video where
you will answer 2 questions and fill an online form.

DEADLINES
Filling application form:

20.8.2025
Purchasing tickets: 

31.8.2025

Why do you want to participate in this training
course, and what do you expect to take away from it? 
What perspectives, skills, or experiences you can
bring to the training course?

APPLICATION FORM

https://forms.gle/Fz5QPiWxg1HztBsd7


PARTNER
ORGANIZATIONS

We teach media literacy. Interactively. Using game-based
activities.

We are teaching students and public how to reveal fake
news, think critically, and how to verify the information via
gamified workshops. We have also workshops on cyber
security and we developed card game focused on
journalism and media. Our goal is to teach in a more
entertaining way using games and non formal education
methods.

FAKESCAPE

Genesis is a Czech non-governmental organization with    a
long tradition and simple philosophy. 

TO KNOW IS TO GROW. 

Genesis provides individual and group trainings. At
Genesis, we support all efforts to learn because the more
we experience, the better off we all become. Our goal is to
help individuals and companies to receive training that is
not only great but also socially responsible. We believe that
innovation in education helps employees, employers, and
society as a whole to sustainably grow and develop.

GENESIS



WORD FROM
TRAINERS

As a trainer and developer
I am excited to share my
knowledge about
gamification of cyber
security education. See
you in the Czech Republic!

-TEREZA

Cyber security is all about
staying ahead of threats.
I’m excited to share
practical insights to help
you do just that. See you in
the Czech Republic!

-PAVEL



 

 

 

CONTACTS

If you have any questions, contact us on the project email
cyberheroes@fakescape.cz

www.fakescape.cz/en
www.ngogenesis.com

Lydia Petera

Project Coordinator
lydia@ngogenesis.com

Anežka BohManová

Project Assistant
anezka@ngogenesis.com


